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1. Purpose 
PlasƟcs New Zealand (PlasƟcs NZ) is commiƩed to safeguarding all confidenƟal informaƟon entrusted 
to us by members, employees, contractors, and other stakeholders. This policy defines the standards 
for handling confidenƟal informaƟon in alignment with our Privacy Policy and organisaƟonal 
pracƟces.  

This policy complements the Privacy Policy, which governs personal data protecƟon. Together, these 
policies form a comprehensive framework for informaƟon security and confidenƟality.  

2. Scope 
This ConfidenƟality Policy applies to all employees, contractors, board members, and third-party 
representaƟves who have access to confidenƟal informaƟon while working with PlasƟcs NZ. 

3. DefiniƟon of ConfidenƟal InformaƟon 
ConfidenƟal informaƟon is any non-public data that, if disclosed, could negaƟvely impact PlasƟcs NZ, 
our members, or other stakeholders. It is categorised as follows: 

 Highly SensiƟve: Member financial or employment data, strategic goals, internal reports, 
proprietary research, internal business strategies and sensiƟve personal informaƟon. 

 Internal Use Only: OperaƟonal data, meeƟng notes, membership or contact lists, and 
rouƟne correspondence.  

 Public: InformaƟon explicitly approved for publicaƟon or disseminaƟon by PlasƟcs NZ or its 
members. 

This includes all informaƟon regardless of format, collected or generated by PlasƟcs NZ in 
confidence.  

4. Access and Handling of ConfidenƟal InformaƟon 
Access to confidenƟal informaƟon is managed to balance operaƟonal efficiency and the protecƟon of 
sensiƟve data. PlasƟcs NZ applies the principle of least privilege selecƟvely, ensuring that access to 
high-risk or sensiƟve informaƟon, such as company revenue data, is restricted to authorised 
personnel. For less sensiƟve operaƟonal data, broader access is permiƩed to enable efficient cross-
funcƟonal collaboraƟon within the organisaƟon. 

All employees and contractors are expected to exercise diligence in safeguarding confidenƟal 
informaƟon, following these pracƟces: 

 Physical Security: ConfidenƟal documents must be stored securely, with access to high-risk 
informaƟon restricted to authorised individuals. Documents should be locked when not in 
use, and discussions involving sensiƟve topics should take place in private seƫngs. 

 Digital Security: Digital records must be stored in secure systems that are password-
protected and accessible only to those requiring them for their role. For parƟcularly sensiƟve 
files, addiƟonal protecƟons, such as individual file encrypƟon or password protecƟon, may 
be applied where appropriate. When no longer needed, digital files must be permanently 
deleted or securely removed from systems. 

 Remote Work: When working remotely, employees are expected to secure all confidenƟal 
documents. Access to digital data must be via secure encrypted devices – sharing over 
unsecured networks or personal devices is prohibited.   
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5. InformaƟon Sharing Protocols 
ConfidenƟal informaƟon must only be shared internally with authorised personnel for legiƟmate 
purposes. External sharing is restricted to: 

 Pre-approved disclosures for legiƟmate business needs. 
 SituaƟons required by law (e.g. court orders).  

All external disclosures must be authorised by the CEO.  

6. Non-Disclosure Requirements 
Personnel must not disclose or discuss confidenƟal informaƟon outside of authorised contexts. 
ExcepƟons include lawful disclosures, whistleblowing, or public interest cases, subject to prior CEO 
approval. 

7. ConfidenƟality with Third ParƟes 
When PlasƟcs NZ needs to disclose confidenƟal informaƟon to third parƟes (e.g. contractors, 
consultants or service providers), such parƟes must: 

 Sign binding confidenƟality agreements. 
 Adhere to PlasƟcs NZ’s confidenƟality protocols. 

PlasƟcs NZ will periodically review third-party compliance through audits or contract renewals.  

8. Data Handling and Disposal 
Personnel must handle and store confidenƟal informaƟon responsibly. When it is no longer needed, 
confidenƟal informaƟon should be securely disposed of, including shredding physical documents and 
permanently deleƟng digital files. 

ConfidenƟal informaƟon is retained in line with legal and operaƟonal requirements: 

9. Breaches of ConfidenƟality 
Any actual or suspected breach of this policy must be reported immediately to the CEO or NaƟonal 
President. Personnel are encouraged to self-report accidental disclosures.  

Breaches involving personal data will be escalated and managed under the Privacy Policy.  

Breaches may lead to disciplinary acƟon, up to and including terminaƟon of employment or contract, 
and may result in legal acƟon, depending on the severity of the breach. 

10. Security Commitments 
PlasƟcs NZ is commiƩed to implemenƟng, assessing, and conƟnuously improving effecƟve security 
measures to protect confidenƟal informaƟon from unauthorised access, disclosure, or misuse. 

11. Training and Acknowledgement 
All personnel with access to confidenƟal informaƟon must acknowledge their understanding and 
commitment to this policy by signing a copy upon joining PlasƟcs NZ and whenever the policy is 
updated. PlasƟcs NZ will provide regular training and updates on confidenƟality protocols, especially 
as new tools and technologies, including AI, are introduced. 
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12. Policy Review 
This ConfidenƟality Policy will be reviewed annually or as needed to reflect changes in our pracƟces 
or legal requirements. Employees and other personnel will be informed of any significant updates or 
amendments. 

13. Contact for Queries: 
For inquiries or concerns regarding this Policy, please contact:  

PlasƟcs New Zealand 
PO Box 76 378, Manukau, Auckland 2241 
info@plasƟcs.org.nz 
+64-9-255-5663 

 


